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GRADE 7

Big, Big Data

. PRIVACY & SECURITY
How do companies collect and use data about you?

We care about
everyone's privacy.

OVERVIEW

Every time we go online, we're giving away information about ourselves. But just how much data are companies collecting from us? Hint: It's probably a lot more than we realize. Show your
students these three tips on how to limit the data that companies collect.

Students will be able to:

- Explain why information about them and their behaviors is valuable to companies.
- Analyze how certain types of data are used by companies.
- Learn three strategies to limit individual data collection by companies.

Lesson Snapshot Estimated time: 45 mins.
Warm Up: People Products 10 mins.
Create: ThreadMeister 25 mins.
Wrap Up: Setting a Limit 10 mins.

Key Standards Supported

Common Core ELA

L7.1,L72,L73, L74,L76,SL7.1, SL.7.1a, SL.7.1b, SL.7.1c, SL.7.1d, SL.7.2, SL.7.3, SL.7.4, SL.7.6, W.7.4, W.7.10

CASEL
1a, 1b, 1c, 1d, 2f, 3a, 4a, 4b, 4c, 4d, 5a, 5b, 5c, 5d, 5e, 5f

AASL
A1, A2, 1B.1, 1.B2, 1.B.3, 1.C.1, 1.D.1, 1.D.2, I.D.3, 1L.D.4, ILA.1, 1LA2, 11.B.1, 11.B.2, 11.B.3, II.C.1, [L.C.2, 1L.D.1, 11.D.2, IL.D.3, llL.A.1, IILLA.2, 111.B.1, 1Il.B.2, 1.C.1, IIl.C.2, 111.D.1, 111.D.2, IV.B.2, IV.B.

ISTE
2a, 2b, 2d, 4a, 4b, 4c

What You'll Need
Spanish-language student and family resources available soon!

- Blank paper

- Lesson Slides

- Student Handout: ThreadMeister Student Version
- Lesson Quiz Editable Google form Answer Key

Take-home resources

- Family Tips
- Family Activity
- Family Engagement Resources

LESSON PLAN
Key Vocabulary:

consumer
A person who buys products or services to use
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https://drive.google.com/open?id=1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ
https://drive.google.com/open?id=1YMdlR6lpdJhW_ignbZlrqXczP0Yz2wIBNTUD4LrZlNI
https://docs.google.com/forms/d/1ozsYIEM37EXY8N5HH4x_2vWnq5OFGCsXpZVYgpBApZo/copy
https://www.commonsense.org/education/node/4681884
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://drive.google.com/open?id=1IbLnMNfX4tPHQq_14D6I2tdE9tI5apVqtZSRL4rnhGc
https://www.commonsense.org/education/toolkit/family-engagement-resources
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cookies
small text files stored on a computer that keep track of what a person does on a website

data
facts and statistics collected together to be used for different purposes

targeted advertising
when apps or websites use information that they have collected about you to show you certain types of advertisements

Warm Up: People Products 10 mins.

1. Say: Imagine you had the opportunity to design a brand-new product for teenagers. You can have any amount of money and materials you need. How would you come up with an idea?
What questions would you ask? Take turns sharing with a partner. (Slide 4)

Invite students to share out. Explain that the most important questions you might ask are related to teenagers themselves: What do they need? What do they like? What's important to
them?

2. Explain that this is actually how companies and individuals think when they're designing products. For their products to be successful, first they need to know what consumers need,

like, and want. Define consumer as a person who buys products or services to use. (Slide 5)
3. Ask: How do you think companies go about figuring that out? How do they learn what people will want to buy?

Invite students to share out. Explain that companies often do surveys of consumers as well as focus groups (talking to people), and they look at online data. Define data as facts and
statistics collected together to be used for different purposes. (Slide 6)

4. Ask: What kinds of data do you think companies look at the most?

Invite students to share out. Explain that one common type of data is online behavioral data: Companies want to know what their customers like to do, which sites they visit, and which
other products they buy. They use this information to design new products and to market existing products to new customers.

For example, if a company that makes cat food learns that a lot of their customers also buy dog food, they might start making dog food themselves, or they might start putting
advertisements for dog food near the cat food, or they might do both.

5. Say: There are many ways that companies get behavioral data: from their own websites, from other companies' websites, and from companies that collect data about people's online
behaviors. Today we're going to learn more about how this works.

Create: ThreadMeister 25 mins.
1. Distribute the ThreadMeister Student Handout and read the directions aloud.

2. Project Slide 7 and review the steps for completing the project. For Part 2, students can either hand-draw their product, or they can use an online tool such as Canva to create it.
Students can also work in pairs or groups.

3. Allow students 15 minutes to work on their products, and then invite individuals or pairs to share out with the class. Highlight ways that students used the consumer data to make
decisions about the design of their product.

Wrap Up: Setting a Limit 10 mins.

1. Explain that even though you might appreciate that companies use behavioral information about you to make products you want, there also can be a downside: Companies will often
use this information to do targeted advertising, which is when apps or websites use information they have collected about you to show you certain types of advertisements (Slide 8).
Explain that targeted advertising can be helpful to people, but it can also sometimes cause people to buy things they don't need and/or can't afford. It also makes them more vulnerable
to identity theft because there is more risk of private information being stolen.

2. Project Slide 9 and explain that if you want to limit the information companies can track about your behaviors, there are things you can do. Call on students to read aloud the three
options and answer any clarifying questions.

- For Option 1, define cookies as small text files stored on a computer that keep track of what a person does on a website. (Slide 10)

3. Have students complete the Lesson Quiz. Send home the Family Activity and Family Tips.

lolcIe) © Common Sense Media 2019. Lessons are shareable with attribution for noncommercial use only. No remixing permitted. View detailed license information at

creativecommons.org.
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https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g46d9ff0ac8_0_0
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g422606035c_0_0
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g46d9ff0ac8_0_15
https://drive.google.com/open?id=1YMdlR6lpdJhW_ignbZlrqXczP0Yz2wIBNTUD4LrZlNI
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g46dbbf1e51_0_0
https://www.commonsense.org/education/app/canva
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g41018a6c57_0_9
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g46dbbf1e51_0_9
https://docs.google.com/forms/d/1ozsYIEM37EXY8N5HH4x_2vWnq5OFGCsXpZVYgpBApZo/copy
https://drive.google.com/open?id=1IbLnMNfX4tPHQq_14D6I2tdE9tI5apVqtZSRL4rnhGc
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://docs.google.com/presentation/d/1n1wFylYjW0SeyQxymyYMa9IxtGeS9x_xac9ZNm8EDjQ/edit#slide=id.g48501e808e_4_0

